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CNA

LAWYER'S DATA BREACH AND NETWORK SECURITY ENDORSEMENT

In consideration of an additional premium of $«EndFieldl», it is agreed that the Lawyers Professional Liability Policy is

amended as follows:

1. The Declarations are amended to add the following:

DATA BREACH AND NETWORK SECURITY COVERAGE SCHEDULE

MAXIMUM AGGREGATE LIMIT OF LIABILITY:
All Network Damage Claims and Privacy Event Expenses in the Aggregate: $«EndField2»

SCHEDULE OF ADDITIONAL COVERAGES:

1. Network Damage Claim:

Limit applicable to Each Network Damage Claim: $«EndField3»
Limit applicable to all Network Damage Claims in the Aggregate: $«EndField4»
Deductible applicable to each Network Damage Claim: $«EndField5»

2. Privacy Event Expense Schedule:

Limit applicable to all Privacy Event Expenses: $«EndField6»

Deductible applicable to each Privacy Event: $«EndField7»

LAWYER'S DATA BREACH AND NETWORK SECURITY PRIOR ACTS DATE:

Lawyer’s Data Breach and Network Security Prior Acts Date: «EndField8»
2. Section I. INSURING AGREEMENT is amended to add the following new Insuring Agreement;
. Network Damage Claims

The Company agrees to pay on behalf of the Insured all sums in excess of the deductible that the
Insured shall become legally obligated to pay as damages and claim expenses because of a Network
Damage Claim that is both first made against the Insured and reported in writing to the Company during
the policy period by reason of any act or omission by the Insured committed solely while acting on
behalf of the Named Insured, or by any person (including a rogue employee) for whom the Named
Insured is legally liable, that results in an electronic infection or a security breach provided that:

1.
2.

3.

no Insured gave notice to a prior insurer of such claim or a related claim;

no Insured gave notice to a prior insurer of any such act or omission, or related act or
omission;

prior to the date an Insured first becomes an Insured under this Policy or became an Insured
under the first policy issued by the Company (or its subsidiary or affiliated insurers) to the
Named Insured or any predecessor firm, whichever is earlier, of which this Policy is a renewal
or replacement, no such Insured had a basis to believe that any such act or omission, or related
act or omission, might reasonably be expected to be the basis of such claim;

such act or omission happened subsequent to the Lawyer’'s Data Breach and Network
Security Prior Acts Date, if any, and before the end of the policy period;
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5. there is no other policy, whether primary, contributory, excess, contingent or otherwise, which
provides insurance to any Insured for the claim while “affiliated” with a firm other than the
Named Insured. As used herein, “affiliated” includes acting as Of Counsel for a firm other than
the Named Insured.

3. The following new Section is added:

PRIVACY EVENT RESPONSE:

The Company shall reimburse the Named Insured for privacy event expenses for a privacy event that
occurs during the policy period, provided that such privacy event expenses shall be:

1. subject to the privacy event expense limit of liability;

2. in excess of the privacy event expense deductible as provided in the Data Breach and Network
Security Coverage Schedule of the Declarations;

3. reported to the Company within three (3) calendar days of the privacy event;

4, limited to such amounts consented to by the Company in advance (such consent not to be
unreasonably withheld);

5. limited to privacy event caused by Insured solely while acting on behalf of the Named Insured,;

4, Solely with respect to network damage claims, Section Il. LIMITS OF LIABILITY AND DEDUCTIBLE is

amended to add the following new paragraphs:

Each Network Damage Claim

Notwithstanding the Limits of Liability set forth in Item 3. of the Declarations and subject to the Limit
applicable to all Network Damage Claims in the Aggregate and the All Network Damage Claims and
Privacy Event Expenses in the Aggregate set forth in the Data Breach and Network Security Coverage
Schedule of the Declarations, the limit of liability of the Company for damages and claim expenses for
each network damage claim first made against the Insured and reported to the Company during the
policy period shall not exceed the amount set forth as the “Limit applicable to Each Network Damage
Claim” in the Data Breach and Network Security Coverage Schedule of the Declarations. This amount is a
sublimit of liability which further reduces, and in no way increases the amount set forth as the “Limit
applicable to all Network Damage Claims in the Aggregate” and the amount set forth as the “All Network
Damage Claims and Privacy Event Expenses in the Aggregate” in the Data Breach and Network Security
Coverage Schedule of the Declarations.

Network Damage Claims in the Aggregate

Notwithstanding the Limits of Liability set forth in Item 3. of the Declarations and subject to the All
Network Damage Claims and Privacy Event Expenses in the Aggregate set forth in the Data Breach and
Network Security Coverage Schedule of the Declarations, the maximum limit of liability of the Company
for damages and claim expenses for all network damage claims first made against the Insured and
reported to the Company during the policy period shall not exceed the amount set forth as the “Limit
applicable to all Network Damage Claims in the Aggregate” in the Data Breach and Network Security
Coverage Schedule of the Declarations. This amount is a sublimit of liability which further reduces, and in
no way increases the amount set forth as the “All Network Damage Claims and Privacy Event Expenses in
the Aggregate” in the Data Breach and Network Security Coverage Schedule of the Declarations.

Network Damage Claim Deductible

Notwithstanding the Deductible Amount set forth in Item 4. of the Declarations, the amount set forth in the
Data Breach and Network Security Coverage Schedule of the Declarations as the “Deductible applicable
to each Network Damage Claim” shall be the Deductible Amount applicable to each network damage
claim. The Deductible Amount specified in Item 4. of the Declarations shall continue to apply with respect
to each claim other than a network damage claim. This Deductible Amount shall be paid by the Named
Insured, or upon the Named Insured’s failure to pay, jointly and severally by all Insureds. The limits of
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liability for damages and claim expenses for network damage claims set forth in the Data Breach and
Network Security Coverage Schedule of the Declarations are in addition to and in excess of the
Deductible Amount.

However, to the extent that a network damage claim arises out of a privacy event previously reported
to the Company for which coverage was provided under the section entitted PRIVACY EVENT
RESPONSE of the Policy, the remaining deductible amount for such privacy event shall be the
Deductible Amount applicable to such network damage claim. There shall be no additional Deductible
Amount applicable to such network damage claim.

5. Solely with respect to Privacy Events, Section Il. LIMITS OF LIABILITY AND DEDUCTIBLE is amended to the
following new paragraphs:

All Privacy Event Expenses in the Aggregate

Notwithstanding the Limits of Liability set forth in Item 3. of the Declarations and subject to the All
Network Damage Claims and Privacy Event Expenses in the Aggregate set forth in the Data Breach and
Network Security Coverage Schedule of the Declarations, the amount set forth in the Data Breach and
Network Security Coverage Schedule of the Declarations as the “Limit applicable to all Privacy Event
Expenses” is the total amount the Company will reimburse the Insured for all covered privacy event
expenses arising from all privacy events occurring during the policy period. This amount is a sublimit
of liability which further reduces, and in no way increases the amount set forth as the “All Network Damage
Claims and Privacy Event Expenses in the Aggregate” in the Data Breach and Network Security
Coverage Schedule of the Declarations.

Privacy Event Deductible

Notwithstanding the Deductible Amount set forth in Item 4. of the Declarations, the Deductible Amount set
forth in the Data Breach and Network Security Coverage Schedule of the Declarations as the ‘Deductible
applicable to each Privacy Event” shall be the Deductible Amount applicable to each privacy event. This
Deductible Amount shall be paid by the Named Insured, or upon the Named Insured’s failure to pay,
jointly and severally by all Insureds. The limit of liability for Privacy Event Expenses set forth in the Data
Breach and Network Security Coverage Schedule of the Declarations are in addition to and in excess of
the Deductible Amount.

6. Solely with respect to the coverage provided by this endorsement, Section Il. LIMITS OF LIABILITY AND
DEDUCTIBLE is amended to add the following new paragraph:

Maximum Aggregate Limit of Liability

Notwithstanding the Limits of Liability set forth in Item 3. of the Declarations, the maximum aggregate
Limit of Liability for damages and claim expenses for all network damage claims first made against the
Insured and reported to the Company during the policy period, and for all covered privacy event
expenses arising from all privacy events occurring during the policy period, shall be the limit set forth
as the “All Network Damage Claims and Privacy Event Expenses in the Aggregate” in the Data Breach
and Network Security Coverage Schedule of the Declarations.

7. Solely with respect to the coverage provided by this endorsement, Section Ill. DEFINITIONS is amended to add
the following new terms:

“Confidential Commercial Information” means information that has been provided to the Insured by another,
or created by the Insured for another where such information is subject to the terms of a confidentiality
agreement or equivalent obligating the Insured to protect such information on behalf of another.

“Lawyer’s Data Breach and Network Security Prior Acts Date” means the date, if any, set forth as such in the
Data Breach and Network Security Coverage Schedule of the Declarations.
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“Network Damage Claim” means a claim alleging network damage that is brought by a person or entity who is
not the Insured’s client.

“Privacy Event” means any event or series of events or related events where the first such event occurred after
the effective date of this policy and prior to the expiration date of this Policy and which in the reasonable opinion
of the owner, manager of any limited liability entity, member of the Management Committee, Managing Partner,
Operating Partner, Senior Partner (or any equivalent position) of the Named Insured did cause or is reasonably
likely to result in the disclosure or unauthorized use of Nonpublic Personal Information or confidential
commercial information by the Insured, but solely while acting on behalf of the Named Insured

“Privacy Event Expenses” means all reasonable and necessary fees, costs and expenses incurred by the

Named Insured and consented to by the Insurer:

A. to directly effect compliance with a privacy breach notice law including notification to individuals or
entities who are required to be notified;

B. to provide voluntary notification to individuals or entities whose non-public personal information may
have been subject to a privacy event;

C. to hire a computer forensics firm to investigate the existence and cause of a privacy event and to
determine the extent such non-public personal information has been or may have been disclosed;

D to hire an attorney or expert to determine the applicability of and the actions necessary to comply with
privacy breach notice law;

E. to minimize harm to the Named Insured’s reputation from a privacy event, including but not limited to
the costs to set up a call center or provide a credit monitoring service for those impacted by a privacy
event.

However, Privacy Event Expenses do not include the costs, fees and expenses necessary to remediate any
deficiencies that gave rise to the privacy event.

“Related events” mean all events that are logically or causally connected by any common fact, circumstance,
situation, transaction, event, advice or decision.

“Rogue Employee” means a past, present or future employee of the Named Insured who acts outside of his or
her scope of employment.

8. Solely with respect to the coverage provided by this endorsement, Section Ill. DEFINITIONS, the terms “Claim”,
“Damages”, and “Related acts or omissions” and “Related claims” are deleted in their entirety and replaced
as follows:

"Claim" means a demand, including the service of suit or the institution of any alternative dispute resolution
proceeding, received by the Insured for money or services arising out of any act or omission that results in an
electronic infection or a security breach.

“Damages” means civil awards, settlements and judgments (including any award of pre-judgment or post-
judgment interest) which the Insured is legally obligated to pay as a result of a covered network damage claim.
Damages shall not include:

return or restitution of the Insured’s profits, royalties, fees, expenses, taxes or costs;

criminal, civil, administrative or regulatory relief, fines or penalties;

any amounts for which there is no legal recourse against the Insured, including those which the Insured
is not legally obligated to pay;

injunctive or declaratory relief;

matters which are uninsurable as a matter of law; or

plaintiff's attorney fees or expenses associated with items A. through E. above.

mmo ow»

"Related acts or omissions" mean all acts or omissions that are temporally, logically or causally connected by
any common fact, circumstance, situation, transaction, event, advice or decision.
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"Related claims" mean all claims arising out of a single act or omission or arising out of related acts or
omissions.

9. Solely with respect to the coverage provided by this endorsement, section IV. EXCLUSIONS is amended as
follows:

A. The exclusions entitled Bodily Injury/Property Damage and Owned Entity are deleted in their entirety
and replaced as follows:

Bodily Injury/Property Damage

to any network damage claim based upon or arising out of any actual or alleged bodily injury, or injury
to, or destruction of, any tangible property, including the loss of use resulting therefrom;

Owned Entity

to any network damage claim made against the Insured by any entity, if at the time of the act or

omission giving rise to such network damage claim:

1. the Insured controlled, owned, operated or managed such entity;

2. the Insured was an owner, partner, director, officer or employee of such entity;
For the purpose of this exclusion, a 10% or more owner of the equity interest of any such entity
shall be deemed to be an owner of such entity.

B. The following new exclusions are added:

This Policy does not apply to any network damage claim:

) Discrimination
based upon or arising out of any actual or alleged discrimination, humiliation, harassment or
misconduct that relate to an individual's race, creed, color, age, sex, national origin, religion,
handicap, marital status or sexual preference;

. Governmental Orders

as a direct result of any action or order by, or on behalf of, any domestic or foreign law
enforcement, administrative, regulatory or judicial body or other governmental authority;

. Mechanical or Electrical Failure and Service Interruptions

based upon or arising out of any failure of:

1. electrical infrastructure;
2. telecommunications infrastructure; or
3. any satellite,

which is not under the Insured’s operational control;
. Over-Redemption

based upon or arising out of price discounts, prizes, awards, coupons or any other valuable
consideration given in excess of the total contracted or expected amount;

. Patent Infringement

based upon or arising out of actual or alleged infringement of patent;

. Unfair Competition/Antitrust Claims/Rico Claims
GSL13249XX (6-16) Policy No:  «PolNumber»
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based upon or arising out of any actual or alleged:

1. unfair competition, dilution, deceptive trade practices, civil actions for consumer fraud or

false or deceptive advertising or misrepresentation in advertising;

charges of price fixing, monopolization or restraint of trade;

violation of:

a. the Federal Trade Commission Act;

b. the Sherman Act, the Clayton Act, or any federal statutory provision regarding
anti-trust, monopoly, price fixing, price discrimination, predatory pricing or
restraint of trade;

C. the Racketeer Influenced and Corrupt Organizations Act;

d. any rules or regulations promulgated under or in connection with the above
statutes, or any similar provision of any federal, state, foreign or other law
(including common law) or statute;

2.
3.

10. Solely with respect to the coverage provided by this endorsement, Section V. CONDITIONS, paragraph A. Notice,
subparagraph 2. Notice of Potential Claims is deleted in its entirety and replaced with the following:

. Notice of Potential Event or Claim

If the Insured become aware of any claim facts, situation or event which may reasonably lead to a
network damage claim or privacy event, including an electronic infection, the Named Insured must:

1.

provide notice to the Company at the claim reporting email address reflected on the
Declarations, as soon as practical following the date upon which any owner, manager of any
limited liability entity, member of the Management Committee, Managing Partner, Operating
Partner, Senior Partner (or any equivalent position) of the Named Insured, their equivalents or
their direct reports, becomes aware of any facts, situation or event which may reasonably lead to
a network damage claim or privacy event;

include in such notice particular details as to the nature of the facts, situation or event; and,
immediately forward to the Company all information the Named Insured possesses or receives
in connection with the facts, situation or event.

If a privacy event takes place, the Named Insured must notify Insurer in accordance with item 1 above
no later than three (3) calendar days following the Named Insured’s discovery of the privacy event at

the claim reporting email address reflected on the Declarations.

11. Solely with respect to network damage claims, Section VI. EXTENDED REPORTING PERIODS is amended as

follows:

A. Paragraph C. Death or disability extended reporting period and paragraph D. Non-practicing extended
reporting period are deleted in their entirety.

B. Paragraph E. Extended reporting periods limits of liability and deductibles is amended as follows:
1. Subparagraph 1. Automatic and optional extended reporting periods limits of liability and

deductibles is deleted in its entirety and replaced with the following:
1. Automatic and optional extended reporting periods limits of liability and deductibles

a. Where the Company has the right to nonrenew or cancel this Policy, and it
exercises that right, then the Company's liability for all network damage claims
reported during the automatic and optional extended reporting periods shall be
part of and not in addition to the limits of liability for the policy period as set forth
in the Data Breach and Network Security Coverage Schedule of the Declarations
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and Section Il. the paragraphs entitted Each Network Damage Claim and
Network Damage Claims in the Aggregate of this Policy. The deductible
applicable to each such network damage claim shall be the Deductible Amount
as set forth in the Data Breach and Network Security Coverage Schedule of the
Declarations and Section Il. the paragraph entitled Network Damage Claim
Deductible of this Policy.

If this Policy is canceled by the Named Insured or if the Company offers to
renew this Policy, and the Named Insured refuses such renewal offer, then the
Company’s liability for all network damage claims reported during the
automatic and optional extended reporting periods shall be reinstated to the
limits of liability applicable to network damage claims as set forth in the Data
Breach and Network Security Coverage Schedule of the Declarations and
Section Il. the paragraphs entitled Each Network Damage Claim and Network
Damage Claims in the Aggregate of this Policy. The deductible applicable to
each such network damage claim shall be the Deductible Amount as set forth in
the Data Breach and Network Security Coverage Schedule of the Declarations
and Section Il. the paragraph entitled Network Damage Claim Deductible of this
Policy.

2. Subparagraph 2. Separate death or disability and non-practicing extended reporting period
limits of liability is deleted in its entirety.

All other terms and conditions of the Policy remain unchanged.

This endorsement, which forms a part of and is for attachment to the Policy issued by the designated Insurers, takes
effect on the effective date of said Policy at the hour stated in said Policy, unless another effective date is shown below,
and expires concurrently with said Policy.
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| In consideration of an additional premium of $«EndFieldl», it is agreed that the Lawyers Professional Liability Policy is
amended as follows:

LAWYER'S DATA BREACH AND NETWORK SECURITY ENDORSEMENT

1. The Declarations are amended to add the following:

DATA BREACH AND NETWORK SECURITY COVERAGE SCHEDULE

MAXIMUM AGGREGATE LIMIT OF LIABILITY-FOR-ALLNEFANORK-BAMAGE CLAIMS-AND-PRIVACY | Inserted Cells

EVENT-EXPENSES!
All Network Damage Claims and Privacy Event Expenses in the Aggregate: $«EndField2»

SCHEDULE OF ADDITIONAL COVERAGES:

AH1. Network Damage Claim: $«EndField2»
Limit applicable to Each Network Damage Claim: $«EndField3»

Limit applicable to all Network Damage Claims anrd-in the Aggregate: $«EndField4»

Deductible applicable to each Network Damage Claim: $«EndField5»

2. Privacy Event Expense Schedule:

Limit applicable to all Privacy Event Expenses——in———the—Aggregate———:
$«EndField6»

Deductible applicable to each Privacy Event: $«EndField7»

LAWYER'S DATA BREACH AND NETWORK SECURITY PRIOR ACTS DATE:

Lawyer’s Data Breach and Network Security Prior Acts Date: «EndField8»

| Network Damage Claims
Aggregate

L tapplicableto-a vacy E“.E LExpenses
Coinsurance Percentage o

[ NetProtect for Lawyers Prior Acts Date |
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| 23.

«EndField10»
«EndField9s» «EndField11»
12. Section I. INSURING AGREEMENT is amended to add the following new Insuring Agreement:

Network Damage Claims

The Company agrees to pay on behalf of the Insured all sums in excess of the deductible that the
Insured shall become legally obligated to pay as damages and claim expenses because of a Network
Damage Claim that is both first made against the Insured and reported in writing to the Company during
the policy period by reason of any act or omission by the Insured;_committed solely while acting on
behalf of the Named Insured, thatresults—in—a—electronic—infection-ora-security-breach—or by any
person (including a roque employee) for whom the Named Insured is legally liable, that results in an
electronic infection or a security breach provided that:

1. no Insured gave notice to a prior insurer of such claim or a related claim;

2. no Insured gave notice to a prior insurer of any such act or omission, or related act or
omission;

3. prior to the date an Insured first becomes an Insured under this Policy or became an Insured

under the first policy issued by the Company (or its subsidiary or affiliated insurers) to the
Named Insured or any predecessor firm, whichever is earlier, of which this Policy is a renewal
or replacement, no such Insured had a basis to believe that any such act or omission, or related
act or omission, might reasonably be expected to be the basis of such claim;

4. such act or omission happened subsequent to the
dateLawyer’s Data Breach and Network Security Prior Acts Date, if any, and before the end
of the policy period;

5. there is no other policy, whether primary, contributory, excess, contingent or otherwise, which
provides insurance to any Insured for the claim while “affiliated” with a firm other than the
Named Insured. As used herein, “affiliated” includes acting as Of Counsel for a firm other than
the Named Insured.

The following new Section is added:

PRIVACY EVENT RESPONSE:

The Company shall reimburse the Named Insured for privacy event expenses for a privacy event that

occurs during the Peliey-Periedpolicy period, provided that such privacy event expenses shall be:

1. subject to the privacy event expense limit of liability-and-any-applicable-ce-insurance;

2. in excess of the privacy event expense deductible as provided in the schedule-above;

3—limited-to-such-amoeunts-that-are-ineurred-within-twelve-menthsData Breach and Network Security
Coverage Schedule of the date—thatthe—Namedtnsured—reports—the—privacy—event—to—the

GCompany;Declarations;
reported to usthe Company within three (3) calendar days of the privacy event:;

54. limited to such amounts consented to by usthe Company in advance (such consent not to be
unreasonably withheld)-);

35. limited to privacy event caused by Insured solely while acting on behalf of the Named Insured;
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Solely with respect to network damage claims, sectionSection Il. LIMITS OF LIABILITY AND DEDUCTIBLE is
amended to add the following new paragraphs:

I~

. Each Network Damage Claim

+—Notwithstanding the Limits of Liability set forth in Item 3. of the Declarations and subject to the Limit
applicable to all Network Damage Claims in the Aggregate and the All Network Damage Claims and

Privacy Event Expenses in the Aggregate

po 0 dy po 0 At set forth in the Goverage
Sehedﬂe#h&ameanﬁs—a—subhm&%habﬂw#%—tuﬁheued%e&Data Breach and ir-ne-way-irereases
Network Security Coverage

Schedule abeve

+—of the DeclarationsE:

, the limit of liability of the Company
for damages and claim expenses for each network damage clarm first made against the Insured and
reported to the Company during the policy period shall not exceed the amount set forth inthe-Coverage
Schedule—as the “Limit applicable to Each Network Damage Claim” in the Data Breach and Network
Security Coverage Schedule of the Declarations. This amount is a sublimit of liability which further reduces,
and in no way increases the amount set forth as the “Limit applicable to all Network Damage Claims in the
Aggregate” and the amount set forth as the “All Network Damage Claims and Privacy Event Expenses in
the Agaregate” in the Data Breach and Network Security Coverage Schedule of the Declarations.

. Network Damage Claims in the Aggregate

Notwithstanding the Limits of Liability set forth in Iltem 3. of the Declarations and subject to the All
Network Damage Claims and Privacy Event Expenses in the Aggregate set forth in the Data Breach and
Network Security Coverage Schedule of the Declarations, the maximum limit of liability of the Company
for damages and claim expenses for all network damage claims first made against the Insured and
reported to the Company during the policy period shall not exceed the amount set forth as the “Limit
applicable to all Network Damage Claims in the Aggregate” in the Data Breach and Network Security
Coverage Schedule of the Declarations. This amount is a sublimit of liability which further reduces, and in
no way increases the amount set forth as the “All Network Damage Claims and Privacy Event Expenses in
the Agaregate” in the Data Breach and Network Security Coverage Schedule of the Declarations.

. Network Damage Claim Deductible

Notwithstanding the Deductible Amount speeifiedset forth in_ltem 4. of the Declarations, the amount set
forth in the Data Breach and Network Security Coverage Schedule_of the Declarations as the “Deductible
applicable to each Network Damage Claim” shall be the Deductible Amount applicable to each network
damage claim. The Deductible Amount specified in Item 4. of the Declarations shall continue to apply
with respect to each claim other than a network damage claim. This Deductible Amount shall be paid by
the Named Insured, or upon the Named Insured’s failure to pay, jointly and severally by all Insureds.
The limits of liability for damages and claim expenses for network damage claims set forth in the Data
Breach and Network Security Coverage Schedule of the Declarations are in addition to and in excess of
the Deductible Amount.

SuiojeetHowever to the Eaeh—extent that a network damage clarm hmrtarrses out of habrh%y—as—set—fonh
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agatnspth&tnsuwtedﬂandra prlvacv event prewouslv reported to the Company dunng%heepelwpeneé
W or which coverage
was prowded under the sectlon entltled PRIVACY EVENT RESPONSE of the Policy, the remaining

deductible amount for such privacy event shall be the Deductible Amount applicable to such network
damage claim. There shall be no additional Deductible Amount applicable to such network damage

claim-imit-of-iability.

5. Solely with respect to Privacy Event-Expenses—section—Events, Section Il. LIMITS OF LIABILITY AND
DEDUCTIBLE; is amended to addthe following new paragraphs-as-follows:

° All Privacy Event Expenses in the Aggregate

itNotwithstanding the Limits of Liability set forth in
Item 3. of the Declarations and subject to the All Network Damage Claims and Privacy Event Expenses in
the Aggregate set forth in the Data Breach and Network Security Coverage Schedule of the Declarations,
the amount set forth in the Data Breach and Network Security Coverage Schedule of the Declarations as
the “Limit applicable to all Privacy Event Expenses” is the total amount the Company will reimburse the
Insured for all covered privacy event expenses-_arising from all privacy events occurring during the
policy genod Th|s paymentamount |s a subllmlt of I|ab|||tv WhICh further reduces, and is-part-ef-and-notin
Hi 0 way increases the Ceverage-Schedule

o amount set forth as the “All Network Damage Claims and Privacy Event Expenses

and Network Securltv Coveraqe Schedule of the Declaratlons

. 5Privacy Event Deductible

Notwithstanding the Deductible Amount set forth in Item 4. of the Declarations, the Deductible Amount set
forth in the Data Breach and Network Security Coverage Schedule of the Declarations as the ‘Deductible
applicable to each Privacy Event” shall be the Deductible Amount applicable to each privacy event. This
Deductible Amount shall be paid by the Named Insured, or upon the Named Insured’s failure to pay,
jointly and severally by all Insureds. The limit of liability for Privacy Event Expenses set forth in the Data
Breach and Network Security Coverage Schedule of the Declarations are in addition to and in excess of
the Deductible Amount.

6. Solely with respect to the coverage provided by this endorsement, the-following-paragraph-is-added-to-Section II.
LIMITS OF LIABILITY AND DEDUCTIBLE_is amended to add the following new paragraph:
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. Maximum Aggregate Limit of Liability

Notwithstanding Seetionthe Limits of Liability set forth in Item 3. and-4-—abeveof the Declarations, the
maximum aggregate Limit of Liability for damages and claim expenses for all network damage claims

and—pn—vaey—e#enl—e*penses—flrst made agalnst the Insured and reported to the Company durlng the
pollcy period a

. and for all covered prlvacv event expenses
arising from all privacy events occurring during the pollcv period, shall be the limit set forth as the “All
Network Damage Claims and Privacy Event Expenses in the Aggregate” in the Data Breach and Network
Security Coverage Schedule of the Declarations.

67. Solely with respect to the coverage provided by this endorsement, Section Ill. DEFINITIONS is amended to add
the following new terms:

“Confidential Commercial Information” means information that has been provided to the Insured by another,
or created by the Insured for another where such information is subject to the terms of a confidentiality
agreement or equivalent obligating the Insured to protect such information on behalf of another.

“Lawyer’s Data Breach and Network Security Prior Acts Date” means the date, if any, set forth as such in the
Data Breach and Network Security Coveraqe Schedule of the Declarations.
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“Network Damage Claim” means a claim alleging network damage that is brought by a person or entity who is
not the Insured’s client.

“Privacy Event” means any event or series of events or related events where the first such event occurred after
the effective date of this policy and prior to the expiration date of this Policy and which in the reasonable opinion
of the managing-partnerowner, manager of any limited liability entity, member of the Management Committee,
Managing Partner, Operating Partner, Senior Partner (or any equivalent position) of the Named Insured did
cause or is reasonably likely to result in the disclosure or unauthorized use of Nonpublic Personal Information
or eommercial-confidential commercial information-_by the Insured, but solely while acting on behalf of the
Named Insured

“Privacy Event Expenses” means all reasonable and necessary fees, costs and expenses incurred—_by the
Named Insured and consented to by the Insurer:

eventA to dlrectly
2———to effect compliance with a privacy breach notice law_including notification to individuals or entities who

are required to be notified;

individualB. to prowde voluntary notlflcatlon to individuals or entmes whose non- publlc

personal information may have been disclosed-orused-in-an-unauthorized-mannerwhile-in-the

subject

to a privacy event; ef;

5C. to assisthire a computer forensics firm to investigate the Namedlnsured—in—managing

relationships—withexistence and cause of a privacy regulatery—autherities—ortaw—enforcement

dlsclosed

“SeeurityD.  to hire an attorney or expert to determine the applicability of and the actions necessary to comply
with privacy breach™means-thefailure-of notice Iaw

E. to minimize harm to the Named Insured’s retw Wy y H
ofwhich-is-te:reputation from a privacy event, |nc|ud|nq but not Ilmlted to the costs to set up a caII center
or provide a credit monitoring service for those impacted by a privacy event.

However, Privacy Event Expenses do not include the costs, fees and expenses necessary to remediate any
deficiencies that gave rise to the privacy event.
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“Related events” mean all events that are logically or causally connected by any common fact

cwcumstance S|tuat|on transaction, event adV|ce or decision.t—identify-and-authenticateparties

“Rogue Employee” means a past, present or future employee of service-attacks—upon-the Named Insured of

unautherized-usewho acts outside of the-Named-tnsured's—hetwork-to-perpetrate—a-deniathis or her scope of
service-attackse mgloymen

100 N

Solely with respect to the coverage provided by this endorsement, sectior—Section Ill. DEFINITIONS, the
termterms “Claim?’_“Damages”, and “Related acts or omissions” and “Related claims” are deleted in their
entirety and replaced as follows:

"Claim" means a demand, including the service of suit or the institution of any alternative dispute resolution
proceeding, received by the Insured for money or services arising out of any act or omission that results in aan
electronic infection or a security breach.

“Damages” means civil awards, settlements and judgments (including any award of pre-judgment or post-
judament interest) which the Insured is legally obligated to pay as a result of a covered network damage claim.
Damages shall not include:

return or restitution of the Insured’s profits, royalties, fees, expenses, taxes or costs;

criminal, civil, administrative or regulatory relief, fines or penalties;

any amounts for which there is no legal recourse against the Insured, including those which the Insured
is not legally obligated to pay;

injunctive or declaratory relief;

matters which are uninsurable as a matter of law; or

plaintiff's attorney fees or expenses associated with items A. through E. above.

nmo 0w >

"Related acts or omissions" mean all acts or omissions that are temporally, logically or causally connected by
any common fact, circumstance, situation, transaction, event, advice or decision.

"Related claims" mean all claims arising out of a single act or omission or arising out of related acts or
omissions.

89. Solely with respect to the coverage provided by this endorsement, section IV. EXCLUSIONS is amended to-add
the-following-new-exclusionsas follows:

o :

A. The exclusions entitled Bodily Injury/Property Damage and Owned Entity are deleted in their entirety
and replaced as follows:

Bodily Injury/Property Damage

+———t0 any network damage claim based enupon or arising out of: any

7 7

hmdepmg—er—deﬁendmg—agamstalleqed bod|lv |n|urv or |n|urv to or destrucuon of, any ef—thes&tanglbl

property, including the loss of use resulting therefrom;

| GSL13249XX (08-106-16) Policy No:  «PolNumber»
Page 7 Endorsement No: «Sequence»
«PolUWCompany» Effective Date: «EndoEffectiveDate»

Insured Name: «CusChangeName»
© CNA All Rights Reserved.



CNA

Owned Entity

to any network damage claim made against the Insured by any entity, if at the time of the act or
omission giving rise to such network damage claim:

1. the Insured controlled, owned, operated or managed such entity;
2. the Insured was an owner, partner, director, officer or employee of such entity;

For the purpose of this exclusion, a 10% or more owner of the equity interest of any such entity
shall be deemed to be an owner of such entity.

B. The following new exclusions are added:

This Policy does not apply to any network damage claim:

. Discrimination

. based enupon or arising out of:_any actual or alleged discrimination, humiliation,
harassment or misconduct that relate to an individual's race, creed, color, age, sex, national
origin, religion, handicap, marital status or sexual preference;
_ . : o infecti
. Governmental Orders

as a dentaldirect result of service-attack-orotherattack-of-thelnsured's-hetwork-by-a-demestic

2———any action or order by, or on behalf of, any domestic or foreign law enforcement,
administrative, regulatory or judicial bediesbody or other governmental authority;

to-any-claim-based enupon or arising out of any failure of:

1. electrical infrastructure;
2. telecommunications infrastructure; or
3. any satellite
which is not under the Insured’s operational control;
. Over-Redemption
. based upon or arising out of price discounts, prizes, awards, coupons or any other

valuable consideration given in excess of the total contracted or expected amount;

. to-any-claim-Patent Infringement

based upon or arising out of actual or alleged infringement of patent;
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. Unfair Competition/Antitrust Claims/Rico Claims

. based enupon or arising out of preject-planning—including-but-notlimited-to—mistakes-in
determining-capacity-needs:any actual or alleged:

1. unfair competition, dilution, deceptive trade practices, civil actions for consumer fraud or
false or deceptive advertising or misrepresentation in advertising;

programs:charges of price fixing, monopohzatlon or restramt of trade;

3. violation of:
a. the Federal Trade Commission Act;
b. the Sherman Act, the Clayton Act, or any federal statutory provision regarding

anti-trust, monopoly, price fixing, price discrimination, predatory pricing or
restraint of trade;

(o the Racketeer Influenced and Corrupt Organizations Act;

d. any rules or requlations promulgated under or in connection with the above
statutes, or _any similar _provision of any federal, state, foreign or other law
(including common law) or statute;
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. Notice of Potential Event or Claim

If the Insured become aware of any claim facts, situation or event which may reasonably lead to a
network damage claim or privacy event—expense, including an electronic infection, the Named
Insured must:

1. provide notice to the Company by-telephone-at the SNANetProtect-Claim—Hetline—rumber
provided-belewclaim reporting email address reflected on the Declarations, as soon as practical
following the date upon which any parther—er—owner, manager of any limited liability entity,
member of the Management Committee, Managing Partner, Operating Partner, Senior Partner (or
any equivalent position) of the Named Insured, their equivalents or their direct reports, becomes
aware of any facts, situation or event which may reasonably lead to a network damage claim or

| privacy event-expense-;
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2. include in such notice particular details as to the nature of the facts, situation or event; and,
3. immediately forward to the Company all information the Named Insured possesses or receives
in connection with the facts, situation or event.

If a privacy event takes place, the Named Insured must notify Insurer in accordance with item 1 above
no later than three (3) calendar days following the Named Insured’s discovery of the privacy event at

the following-phone-number:claim reporting email address reflected on the Declarations.

11. Solely with respect to network damage claims, Section VI. EXTENDED REPORTING PERIODS is amended as

follows:
A. Paragraph C. Death or disability extended reporting period and paragraph D. Non-practicing extended
reporting period are deleted in their entirety.
B. Paragraph E. Extended reporting periods limits of liability and deductibles is amended as follows:
1. Subparagraph 1. Automatic and optional extended reporting periods limits of liability and
deductibles is deleted in its entirety and replaced with the following:
1. Automatic and optional extended reporting periods limits of liability and deductibles
a. Where the Company has the right to nonrenew or cancel this Policy, and it
exercises that right, then the Company's liability for all network damage claims
reported during the automatic and optional extended reporting periods shall be
part of and not in addition to the limits of liability for the policy period as set forth
in the Data Breach and Network Security Coverage Schedule of the Declarations
and Section II. the paragraphs entitled Each Network Damage Claim and
Network Damage Claims in the Aqggregate of this Policy. The deductible
applicable to each such network damage claim shall be the Deductible Amount
as set forth in the Data Breach and Network Security Coverage Schedule of the
Declarations and Section II. the paragraph entitled Network Damage Claim
Deductible of this Policy.
b. If this Policy is canceled by the Named Insured or if the Company offers to

renew this Policy, and the Named Insured refuses such renewal offer, then the
Company’s liability for all network damage claims reported during the
automatic and optional extended reporting periods shall be reinstated to the
limits of liability applicable to network damage claims as set forth in the Data
Breach and Network Security Coverage Schedule of the Declarations and
Section 1I. the paragraphs entitled Each Network Damage Claim and Network
Damage Claims in the Agagregate of this Policy. The deductible applicable to
each such network damage claim shall be the Deductible Amount as set forth in
the Data Breach and Network Security Coverage Schedule of the Declarations
and Section 1l. the paragraph entitled Network Damage Claim Deductible of this

Policy.

Subparagraph 2. Separate death or disability and non-practicing extended reporting period limits of

liability is deleted in its entirety.

All other terms and conditions of the Policy remain unchanged.
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This endorsement, which forms a part of and is for attachment to the Policy issued by the designated Insurers, takes
effect on the effective date of said Policy at the hour stated in said Policy, unless another effective date is shown below,
and expires concurrently with said Policy.
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